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At Anantis, we take your privacy as seriously as your security. This Privacy Policy explains how we collect, use, and

protect your personal data when you use the TrapEye Deception Platform and our website.

1. Data Sovereignty & Hosting

Unlike many SaaS providers, Anantis prioritizes data sovereignty.

Hosting: All personal and service data is exclusively hosted on Exoscale in Geneva, Switzerland.

Jurisdiction: Your data is protected by the Swiss Federal Act on Data Protection (FADP) and the EU General

Data Protection Regulation (GDPR).

No Transfers: We do not transfer your personal data outside of Switzerland or the European Economic Area

(EEA).

2. Definitions & Roles

Anantis ("We", "Us"): The Data Controller for website visitors and our business contacts. For the TrapEye

Platform data, Anantis acts as a Data Processor.

Personal Data: Any information relating to an identified individual (e.g., name, email, IP address).

Usage Data: Technical information collected automatically (e.g., browser type, time spent on pages).

3. Data We Collect

3.1 Data You Provide

Account Information: When you register for TrapEye, we collect your name, professional email address,

company name, and encrypted credentials.

Communication: Information provided when you contact our support or request a demo.

3.2 Technical Usage Data

Logs: We collect IP addresses, browser versions, and access timestamps for security auditing and to prevent

fraudulent access to the Console.

Cookies: We use Necessary Cookies for authentication and session management. We also use Analytics

Cookies to understand how visitors interact with our website.



4. How We Use Your Data

We process your data based on the following legal grounds:

Contractual Necessity: To provide the TrapEye service and manage your account.

Legal Obligation: To comply with Swiss and EU laws.

Legitimate Interest: To monitor and improve the security and performance of our platform.

We prioritize partners located within Switzerland or the European Economic Area (EEA). Except for essential website

analytics (Google Analytics), no personal data is transferred to third countries. When using analytics, we ensure that data

is pseudonymized to minimize privacy risks.

5. Data Retention

Account Data: Retained as long as your subscription is active.

Security Logs: Retained for a maximum of 12 months for forensic purposes, unless a longer period is required by

law.

Threat Data: Technical data from attacks (TTPs, malicious IPs) is anonymized and may be kept indefinitely to

improve our detection engine.

6. Your Rights

Under the GDPR and Swiss FADP, you have the following rights:

Access & Portability: Request a copy of the data we hold about you.

Correction: Request the update of inaccurate data.

Erasure ("Right to be forgotten"): Request the deletion of your personal data.

Withdrawal of Consent: You can opt-out of our newsletter at any time.

To exercise these rights, contact us at contact@anantis.io.

7. Third-Party Services

To maintain the highest level of security and privacy, we minimize the use of third-party sub-processors.

Infrastructure: Exoscale (Switzerland).

Support & Communication: We ensure all tools used for support comply with our strict privacy standards.

No Sale of Data: We never sell, rent, or trade your personal data with third parties for marketing purposes.

7.1 Legal Requests & Disclosure

We may disclose your personal data if required by law, or to respond to a valid legal request, judicial investigation, or

government regulation. In all cases, disclosure is limited to the strict minimum necessary.

mailto:contact@anantis.io


8. Security

We implement industry-standard technical and organizational measures, including encryption at rest and in transit, to

protect your data. However, as a security company, we remind you that no method of transmission is 100% secure.

9. Children’s Privacy

Our Service is strictly for a professional audience and is not intended for anyone under the age of 18.

10. Changes to This Policy

Anantis reserves the right to update this Privacy Policy at any time. Changes are effective immediately upon being posted

on this page. For significant changes, we will notify you through a prominent notice on our Service or via email. Your

continued use of the Platform after an update constitutes acceptance of the new terms.

11. Contact Us

For any questions regarding your privacy, you can contact us:

By email: info@anantis.io
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